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Abstract. We show that the discrete logarithm problem (DLP) in E(K),
where E/K is an elliptic curve over a finite field K, can be solved if one
can decide whether certain systems of multivariate quadratic polynomial
equations over K are consistent, i.e. whether they have a solution in the
algebraic closure of K. If the cyclic subgroup of E(K) in which one wants
to solve the DLP has a size of N bits, one has to determine whether less
than 2V systems with each less than N variables are consistent or not.
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1 Introduction and main result

The fact that the security of many cryptographic systems would be jeopardized if
one could solve certain systems of multivariate polynomial equations has recently
received considerable attention of cryptologists (see e.g. [4, 17, 10]). In this paper,
we show that in a certain way also the security of elliptic curve cryptography
relies on the difficulty of finding solutions to systems of multivariate polynomial
equations.

The elliptic curve discrete-logarithm problem (ECDLP) is the following al-
gorithmic problem: Given a finite field K, an elliptic curve E/K (given by an
explicit curve equation), a point P € E(K) and a point @ € (P) (given by
explicit coordinates), where (P) is the cyclic subgroup generated by P, find a
natural number e such that e- P = Q. By abuse of terminology, if the field K, the
elliptic curve E/K and the points P and @ are fixed, we speak of the (elliptic
curve) discrete-logarithm problem with respect to E/K, P and Q.

The best (publicly) known methods to attack the ECDLP which apply to
all discrete logarithm problems in all elliptic curves over all finite fields are
“generic” methods which only rely on the fact that E(K) is a group: First of all,
with the Chinese Remainder Theorem one can easily reduce to the case that the
group order is prime. Now (for example) with Pollard’s p-method one obtains an
expected running time of ©(v/f) (counted in field operations), where £ := #(P).

In this paper, we present a completely new approach to attack the ECDLP
which also applies to all discrete logarithm problems in all elliptic curves over
all finite fields. Our main result is as follows:



Main result. To the elliptic curve E/K, a point P € E(K) such that the group
(P) has bit-length N (i.e. N = [logo(#(P))] + 1), a second point Q € E(K)
and an integer s with 3 < s < N — 2, one can associate a system of quadratic
polynomials in K[X1,...,Xs-1,Y1,...,YN_g] of the form

fri= (0050 (0 al) Xiyy) +alt)Y)) +a® (k=1,..., M, a),a® € K)

Jj=1 0,J 7

(where M > N ) with the following property: All solutions of the system of equa-

tions f1 = fo =+ = fpr = 0 in the algebraic closure K of K lie in K, and they
correspond bijectively to tuples e € {0, 1}10N=1} qith (ZZ\LBl e2') - P = Q
such that |e| := E?{:Bl e; = s. (In particular, the associated algebraic set is

0-dimensional.)

Moreover, the calculation of the system of polynomials is very fast from a
practical point of view, and counted in field operations, it is polynomial in N
from a theoretical point of view. Also, once one has found a solution to the
system, one can easily derive the corresponding tuple e € {0, 1}{0 """ N-1},

Let Q € (P). Note that according to the definition of N, there always exists
at least one and at most two e € {0,1}{0-N=1} with (2N "e21) - P = Q.
Accordingly, one of the following two possibilities is always satisfied.

1. The union of the sets of solutions to the above systems over K (or — what
is the same — over K) consists of at least one and at most two elements, and
each of these elements corresponds to a solution of the DLP given by P and Q.

2. There exists some ¢ € {0,1}{%N=1} with |¢| = 0,1,2,N — 1, N with
(L' ei2) - P=Q.

In the second case one can easily derive the vector e by a “brute-force”
approach. We can thus conclude that we can solve the DLP given by E/K, P
and @ if we can solve the above quadratic systems.

We will see at the end of the following section that there is an alternative to
solving the above system which potentially is computationally easier:

By an analogous procedure as the one which we use to construct the above
systems, one can construct certain systems with slightly less variables. If one
can now check whether these systems are consistent, i.e. whether they have a
solution in K, one can also solve the discrete logarithm problem in E(K).

2 Construction of the system

As above, let K be a finite field and E/K an elliptic curve. Let us first fix some
notations.

Notations

We denote the divisor group of E/K (i.e. the group of K-rational divisors of
E/K) by Div(E/K) and the (divisor) class group (sometimes also called Pi-
card group) of E/K by Cl(E/K). We denote by Div?’(E/K) and CI°(E/K) the
corresponding groups consisting of divisors (resp. divisor classes) of degree 0.



If P € E/K, we denote the corresponding divisor of degree 1 in Div(E/K)
by [P], and if a € Div(E/K), we denote the corresponding class in CI(E/K) by
@. Let us denote the neutral element in E(K) by O.

If f is a non-trivial element in the function field K (E)*, we denote the corre-
sponding residue class in K (FE)*/K* by f. (This notation should not be confused
with the above notation for elements in Cl(E/K).)

If D € Div(E/K), we denote the corresponding Riemann-Roch space by
L(D). Recall that by definition £(D) is the K-vector subspace of the function
field K(F) consisting of the zero-element and all rational functions f € K(E)*
with (f) = —D. o
___Note that for P,Q, R € E(K), we have P+ @Q = R if and only if [P] + [Q] =
[R] + [0] € CI(E/K) by definition of the group law on E(K).

If L/K is an extension field, we write E/L if we consider E as an elliptic
curve over L. Then Div(E/L) and Cl(E/L) will be the divisor group, resp. the
class group of F over L. Note that if D is a divisor on E, the notation L(D) does
not indicate whether one considers the Riemann-Roch space of D over K or over
L. Because of this, in the following lemma, we state explicitly if we consider the
Riemann-Roch space in K(FE) or in K(E).

Lemma 1. Let Pi, P>, Q € E(K). Then the following assertions are equivalent.

I Pt P = Qe B(K).

2. [Pr] +[Po] = [Q] + [0] € CUE/K).

3. There exists some function f € K(E)* such that (f) = [P1]+[P2]—[Q]—[0] €
Div)(E/K). B

4. There exists some function f € K(E)* such that (f) = [P1]+[P]—[Q]-[0] €
Div*(E/K).

5. There exists some function f € K(E)* such that f lies in L([Q]+[0] —[P1]—
[P]) C K(E) and f~! lies in L([P1] + [P2] — [Q] — [0]) C K(E).

6. There exists some function f € K(E)* such that f lies in L([Q]+[0] = [P1] -
[P]) C K(E) and f=1 lies in L([P1] + [P2] — [Q] — [0]) C K(E).

If these conditions are satisfied, the functions f in assertions 3 and 5 are uniquely

determined up to multiplication by an element in K*, and the functions f in
=%

assertions 4 and 6 are uniquely determined up to an element in K .

Proof. The assertions 1,2,3 and 5 are equivalent by the definition of the group
law on £/ K and the definitions of the divisor class group and the Riemann-Roch
spaces. The same holds for the assertions 1,4,6. The last assertion can easily be
derived from the fact that £(0) = K ([18, 1.4.7]). |

The equivalence between the first and the last two assertions is a first step
towards the system of quadratic equations we have in mind.

Lemma 2. Let Py,...,P,,Q € E(K) such that the P; are pairwise distinct and
all points are different from the neutral element O, and let s € N. Then there is
a natural bijection between the set

{QE{O,l}a| ieiPi:Q/\|g|:s}

i=1



and the set

{7 € K(B)'/K™| f e L(Q1+ (s = DO A f e LO_[P] - [Q] — (s — 1)[01)} :

=1

Ezxplicitly, this bijection is given as follows:

To every e € {0,1}* with Y7, e;P; = Q and |e| = s, we assign the residue
class in K(E)*/K* determined by an f € K(E)* with (f) =Y i, &;[P;] — [Q] +
(1 — 5)[0]. Conversely, to a residue class of functions f lying in the second set,
we associate the tuple e € {0,1}* which is defined by e; :== vp,(f), where vp, is
the valuation of the function field K(E)/K at P;.

In particular, the second set is invariant under the replacement of the field

K by the algebraic closure K.

For the proof one just has to check that the two maps are well-defined. This is
straightforward. We just note that a function in any residue class in the second
set always has a simple pole at @, i.e. the valuation at @ is always 1. The “in
particular” statement follows from the fact that the first set is invariant under

the replacement of K by K.

For the derivation of the system of quadratic equations, we apply the above
lemma to a = N, P; ;= 2"'P (i = 1,...,N), where N is the bit-size of #(P)
and some s with 3 < s < N — 2.

We obtain a bijection between

N-1
{QE {0,110 N=1}) Z e2'P=QNle| =s }

=0

and
~ feL(Q] + (s —1)[0)
feK(E)*/K* A
Fre LN 2P - Q) — (s — 1)[0)])

Choosing bases

By the Riemann-Roch Theorem ([18, 1.5.15.], [11, IV, Theorem 1.3]), the space
L((s—=1)[0)]) is an s — 1-dimensional K-vector space; let g, ..., as—1 be a basis
of this space (a1 can chosen to be 1). As again by the Riemann-Roch Theorem
L([Q]+ (s—1)[0]) is an s-dimensional K-vector space, there exists an element o
in this space such that aq, ..., as is a basis of L([Q] + (s — 1)[0]). Furthermore,
the space L(Zi]i_ol[QiP] —[Q] — (s = 1)[Q]) is an N — s-dimensional K-vector
space; let B1,...,B8n_s be a basis of this space.

With these definitions, the second set is equal to the following set.

{?EK(E)*/K*lfG <Oé1,...,Oés>K/\f_1 S <ﬁ1;---;ﬁN—s>K}



By definition, every residue class in this set is defined by a function which has a
(simple) pole at Q. Together with the definition of ayq,. .., as, this means that
the above set is in natural bijection with the set

{feKE)| feas+ (o, ...,ae1)k AN €(Br,...,Bn—s)K }

and this set is in natural bijection with

{(f,g)EK(E)2|f-g:1/\f€o¢s+<a1,...,as_1)K/\g€(61,...,61\/_8);(},

which in turn is in natural bijection with

s—1 N-—s
(z,y) € KM KN (a5 + Y wiaa) - (Y yiB) =1 ¢,
i=1 j=1
that is,
N—-s s—1
(z,y) € K7 x KN (O miyymig) +vs595) =1 ¢ »
j=1 i=1
where

'yi,j::alﬂj (izl,...787j:17...,N—S).
Let K(F) = K(X)[Y], where Y satisfies an equation of degree 2 over the rational
function field K (X). The idea is now to expand “everything” with respect to
the basis 1,Y of the K (X)-vector space K (E).

For 'EhiS7 first write Yi,jg = Vi1 + Y’yiyj’g wit Yi,j,15 Vi,5,2 S K(X) Now let
D(X) € K[X] be the least common multiple of the denominators of all the
Vij1sYig,2 (written as reduced fractions). Now we have v; ; = 6%’1 + Yéi’#
with some polynomials d; j1,9; 2 € K[X].

With these definitions, the above set is equal to

N—s s—1
Zj:l (Xic1 Y01 +Y;0s,5,1) = D(X)
(z,y) € K*' x KN7° A
- N-—s s—1
Zj:l (Xim1 iy;0i4,2 +¥;0s,52) =0

For k € N, let 61(13)1 (resp. 51(13)2) be the k-th coefficient of the polynomial §; ;1 €
K[X] (resp. 8; j2 € K[X]), and let D*) be the k-th coefficient of D € K[X].
Then the above set is equal to

—s k k
Vk eN: Z;V:1 (Zz 1 xlyj(s( : 5§,]'),1yj) = D"
(z,y) € K*' x KN—* A
Vk e N: Z;V:]S(Zf 11951%5 ij,2 t 55 g 293) 0

The system of polynomials in K[X5,...,Xs_1,Y1,...,Yn_s] we want to derive
consists of

N s s—1
k)
65] 1X1Y7)+65j1 J) D(k)

1

:11

<.



and
N—s s—l

61(132X1Y7 +6sg2 ) (kGN)
j=1 1:1

Note that only finitely many of these polynomials are non-trivial.

Algorithmic aspects

To explicitly construct the system of polynomials starting from an explicitly
given equation of E/K and two points P,Q € E(K), one just has to follow the
above procedure. The only step which we did not explain in a constructive way
is the finding of the bases of the Riemann-Roch spaces in question. For this
well-known algorithmic problem, we refer to [12], in particular [12, Algorithm I
and Remark 6.2]. Furthermore, if one has found a solution, one can derive the
corresponding vector in {0, 1}{0’“"N_1} which gives the solution to the DLP by
first constructing the class f € K(E)*/K* corresponding to the solution (by
inverting the above procedure) and then checking for each i« = 0,...,N — 1
whether f has a zero at 2°P.

A question of consistency

One can reduce the problem of finding solutions to the above systems of quadratic
polynomial equations to a question of consistency, i.e. to the question whether
certain systems of polynomials have a solution in the algebraic closure K of the
ground field K. Note that by Hilbert’s “Nullstellensatz” a system is consistent
if and only if the generated ideal in the surrounding polynomial ring is strictly
smaller than the unit ideal.

For this variant, we proceed as follows: First of all, for some s with 3 < s <
N — 3, we consider the system obtained by the above method after substituting
LT 2P = [Q1 = (s — 1)[0]) by £(157[27P) - [Q) — (s — 1)[0)). Now the
union of sets the solutions of the systems contains at most one element (instead
of at most 2 elements).

Now we first of all check the systems for consistency to determine the s (if it
exists) such that there exists a e € {0, 1}{%+N=2} with (3, ¢,2)) - P, = Q and
le| = s. (If no such s exists, we replace Q by Q — 2V ~1P and proceed with this
system as just described.)

After we have determined s, we want to find the unique e € {0, 1}{0 """
with (3, €;2°)-P, = Q and |e| = s. To do so, we repeatedly replace the Riemann-
Roch space £(32,5,°[2'P] — [Q] — (s — 1)[0]) by L((3;5,°[2'P]) — [2°P] - [Q] -
(s = 1)[Q]), where zo is any element in the set {0,..., N —2}. We check whether
the system one obtams with the above method is cons1stent If it is, we know

N-2}

0 at the index 7¢. It it is not there is a 1 at this mdex



3 Testing the systems for consistency

In this section, we want to discuss what complexity one can expect if one tries
to determine whether the above systems are consistent (solvable). In contrast to
the previous section, this discussion will involve some heuristic considerations.

We have conducted experiments with the above systems. In these exper-
iments, the dimension of the space generated by the equations in the “main
result” was always exactly N, i.e. it was equal to the number of variables +1.
Also the smaller systems described at the end of the previous section had the
property that the difference between the dimension of the space generated by
the equations and the number of variables present in the system was always 1
(independent of whether or not the systems were consistent).

While we do at present not have a theoretical explanation or a proof for this
statement, it seems to be reasonable to make the assumption that the difference
between the dimension of the spaces generated by the equations and the number
of variables present in the systems is 1.

In the appendix to this work, we present a Monte-Carlo algorithm to test
whether a system given by n 4+ 1 homogeneous polynomials in n + 1 variables
is consistent, i.e. whether it has a non-trivial solution. The algorithm could be
called a “Monte-Carlo test for consistency via Macaulay matrices”; it is closely
related to Lazards’ algorithms ([14, 15]), to the Fs-algorithm ([9]), as well as
the XTL-algorithm ([3]). (See also the subsection “Comparison with F5” in the
appendix.)

If one tries to apply this algorithm (or Lazard’s algorithms / the XL-algorithm)
to the homogenizations of the system we derived, one encounters however a prob-
lem: By the structure of the equations, the algebraic set of solutions at infinity is
not empty (and its dimension is quite high), thus in particular, the systems are
always consistent. (In principle, it is possible to apply the Fy- or Fs-algorithms,
but because of the solutions are infinity, the running time might be quite bad.)

One can however modify the systems and the algorithm such that we can
avoid this problem.

For this modification, we start with a system

—1l—s—e¢ s— k k
g = (75T (E I o) XiY5) + all)Yg) + a®
(k=1,....,M, a®, a® € K)

2,37

(1)

obtained by the method in the previous section (in the variant described in the
subsection “A question of consistency”). Here € is 0 or 1, depending on whether
one wants to determine s or if s has already been determined. We want to test
this system for consistency.
We introduce a new variable X and consider the system
= (O T VX)) +a® (k=1 M, oY) o e K). (2)

=1 i

By the construction of the system in the previous section, every solution (z,y)
of this system satisfies 5 # 0 (see in particular the definition of the basis of



L([Q] + (s — 1)[0]) in the subsection “Choosing bases”). It follows that this
system is consistent if and only if the previous one is.

Now we apply a variant of the “relinearization technique” ([13]) once:

Let us consider the map

—N—-1—s—¢

i % ?s N ?(Nflfsfe)-s

. (Z,y) = 2= (2i) with zi = 25 (3)

All elements in the image of this map obviously satisfy the system of equa-
tions
Zij Lok, — Zik Lo - (4)

It is not hard to see that this set of equations defines the image of the map.
Moreover, it is also not hard to see that if z # 0 and y # 0, then exactly the

elements of the form (Az, %g) with some A € K map to the same image. Also,
exactly the elements (0,y) and (z,0) map to 0.
Let us consider the system consisting of (4) and the following linear equations.
= (0N oz +a® (k=1 M, 0l a® e K) (5)
The group K operates on the set of solutions of (2) in K via (), (z, y)) —
(Az, +y). By what we said about the map (3), the classes of the solutions (z, y)
in K with z # 0 and y # 0 of (2) modulo this operation correspond bijectively
to the non-trivial solutions in K of the corresponding “relinearized” system
consisting of (4) and (5). As at least one of the a(*) is non-trivial, the solutions
(z,y) in K of (2) are in bijection with the solutions in K of the “relinearized”
system.

This implies that system (2) is consistent if and only if the “relinearized”
consisting of (4) and (5) system is.

The “relinearized” system has no non-trivial solutions at infinity. This can
be seen as follows: The non-trivial solutions at infinity in K of the “relinearized
system” correspond bijectively to classes of solutions (z,y) in K with 2 # 0,
y # 0 of the system -

N—1—-s—€¢ s

k k
Z Zaz(',j)Xin (k=1,...,M, al(.J,) € K).
j=1 i=1

By going through Section 2, one sees that a solution of this system in K with
z # 0,y # 0 would give rise to a pair (f,g) € K(FE) x K(E) with f-g = 0,
f #0, g # 0 which does not exist.

We are thus left with the question of deciding whether the homogenization of
the “relinearized” system is consistent or not (as a homogeneous system). In the
subsection “examples for generalizations” in the appendix, we show that with a
generalization of the “Monte-Carlo test for consistency via Macaulay matrices”
one can test the consistency of the homogenization of the system in @(24N ) bit
operations. This complexity is of course far worse than the complexity of a brute
force attack on the ECDLP itself.



4 Conclusions

We have shown that one can solve an NN-bit discrete-logarithm problem in an
elliptic curve over a finite field K if one can determine whether less than 2N
systems of multivariate quadratic polynomial equations with at most N variables
over K are consistent, that is, whether they have a solution in the algebraic
closure K of K.

We found no indication that it might be possible to check whether the systems
are consistent with a running time which is better than that of a brute force attack
on the ECDLP itself.

Even though the proposed attack thus clearly seems to fail and not to pose
a threat to elliptic curve cryptography, we find it however interesting that just
as the security of many other cryptographic schemes, also the security of elliptic
curve cryptography relies on the difficulty of the problem of solving systems
of polynomial equations over finite fields (more precisely, determining whether
they are consistent). If for example the systems we derived have some unexpected
special property (for example concerning Grobner bases), it might be possible
to determine much faster whether they are consistent, and this might also lead
a veritable attack on the ECDLP.

We would also like to point out that there is also another approach to asso-
ciate systems of polynomial equations to the DLP in elliptic curves (and in other
algebraic groups): One introduces variables X;, the i-th variable corresponds to
the 4-th bit in the unknown (and one introduces equations X;(X; —1) = 0, as the
bits are either 0 or 1), and then one uses the group law to construct equations
relating the variables X; (possibly after introducing certain auxiliary variables).
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A A Monte-Carlo test for consistency via Macaulay
matrices

In this section we describe an algorithm which could be called a “Monte-Carlo
test for consistency of homogeneous systems via Macaulay matrices”.

The input of the algorithm are n + 1 non-trivial homogeneous polynomials
Fy,...,F,41 € K[Xo,...,X,] of degrees di,...,dnt1, K an “effective” field.

We want to determine whether there exists an element g € F{O"”’"}\{Q} with
Fr(z) =0forall k =1,...,n+ 1. If this is the case, we say that the system is
(as a homogeneous system) consistent, otherwise we say that it is inconsistent.

Note that K[Xo,...,X,]/(F1,..., F,41) is a graded K[Xy, ..., X, ]-algebra;
we will denote the d' homogeneous component of this algebra by
(KXo ..., Xal/(F1, ..., Fos1))a-



The algorithm is based on the following lemma:
Lemma 3. The following conditions are equivalent:

1. The system Fy, ..., F,41 is inconsistent.

2. The ring K[Xo,...,Xn]/(F1,...,Fay1) is O-dimensional.

3. The K-algebra K[Xo,...,X,|/(F1,...,Fat1) 148 a finite-dimensional
K -vector space.

4. The system Fy, ..., F,+1 forms a regular sequence, i.e. each Fi11 is a non-
zerodwisor in K[Xo,...,Xn]/(F1,..., F).

. (K[Xo, N ,Xn]/(Fl, N ,FnJrl))D == 0, where D = d1 + .- 'dn+1 —n.

Sketch of the Proof. The equivalence of the first two items follows from
Hilbert’s “Nullstellensatz”. For the equivalence of the second and third item
note that both statements are equivalent to K[Xo,...,X,]/(F1,...,F,t1) be-
ing artinian.

We now show that 2. — 4., 4. — 5. and 5. — 2.

The implication 2. — 4. is essentially a special case of [7, Corollary 17.7.].
(Note that this corollary is only stated for local rings, but it is easy to derive
from the statement on local rings the corresponding statement on graded rings.)

Let 4. be satisfied. It is rather straightforward that the Hilbert series of

LTIt a-Td) . .
K[Xo,...,Xpn]/(F1,..., Fhy1) is “Gtpyr, in particular the degree of the
Hilbert series is di 4+ ---d,, —n — 1. This implies 5. (For more information
on Hilbert series and a proof of the statement concerning the Hilbert series
of K[Xo,...,Xn])/(Fi,..., Fot1) see (e.g.) [5, Section 4].)

Let 5. be satisfied. Then for all d > D, the K-vector space
(K[Xo,..., Xn]/(F1,...,Fny1))a is also  trivial; it  follows  that
K[Xo,...,Xn]/(F1,...,Fhy1) is a finite-dimensional K-vector space, i.e. 3. is
satisfied. O

The algorithm is based on the equivalences between assertions 1. and 5. A
brief description of the algorithm is: Consider the set P of all polynomials of the
form X% Fy, where i € NJ”™ is a multiindex and deg(X?) + dj, = D with
D=d; +---d, —n, d; = deg(Fx). Now the system Fi,..., F, 1 is consistent
if and only if the K-vector space (P)k is strictly smaller than K[Xo, ..., X,]p.
To check whether this is the case, use some method from linear algebra.

To apply methods from linear algebra, one should first construct a ma-
trix. To do this, one chooses an order on the set of all monomials of degree
D =d; + ---d, —n (this order might for example be given via an admissible
monomial order on K[Xy, ..., X,]). With respect to this order, one can associate
a coefficient vector to each polynomial of degree D. Now the rows of the matrix
we want to consider consist of the coefficient vectors of the polynomials of the
form Xi.F}, as above. In order to define the matrix rigorously, one also has to de-
fine an order on the tuples of the form (X¢, j) with deg(X%) +k = dy+---d,, —n.
Let us assume that we have chosen such an order. Say that with respect to this
order, (X%, j) is tuple number a. Then the a-th row of the matrix consists of the
coefficient vector of the polynomial X% - F},.



The matrix we just defined is in fact exactly the so-called Macaulay matriz
M%Cjilay with D = d;j + ---d,, — n considered for example in Section 2.2. of [1].

A first description of the algorithm (which still lacks quite a bit of determi-
nacy) is as follows:

The algorithm (Outline)

Input: An effective field K and a system of forms (homogeneous polynomials)
Fla"'an+1 € K[XOavXn]
Output: A statement on the consistency of the system.

Let M be the Macaulay matrix to degree D = d; + - - - 4+ d,, — n (with respect
to some order) corresponding to the system Fy,..., Fq1.

Let ¢c:= (D:” = dl*';fd") be the number of columns of M.

Test whether the rows of M do not generate K¢. If the outcome of the test
is “yes”, output “consistent”, otherwise output “inconsistent”.

The question is now of course how one should test whether the rows of
M generate the surrounding space. Depending on this method, one obtains a
deterministic or a randomized test.

One can for example use structured Gaussian elimination. Like this, one
obtains a deterministic test. As the Macaulay matrix is however very sparse,
a randomized (Monte-Carlo) test based on sparse linear algebra is much more
efficient.

Note that the following statements are equivalent:

The rows of M generate the surrounding space K°.
The rank of M is equal to c.

The columns of M are linearly independent.

The kernel of M is trivial.

One can use a randomized algorithm to check whether the last condition is
satisfied. Let us assume that the field K is finite. Then we can (for example) use
a variant of the randomized Lanczos algorithm presented in [6] to check whether
ker(M) # 0. The following proposition is an easy corollary of [8, Theorem 3]
which relies on the algorithm in [6].

Proposition 1. There exists a Monte-Carlo test on the non-triviality of the
kernel of a matriz A € F;*¢ given in sparse form with w non-zero entries which

has an expected running time of O(c - (w + ¢) - log*(cq)) bit operations.

Recall that by definition, a Monte-Carlo test on a property P is a randomized
algorithm which outputs “yes” / “no” and has the following properties: If the
input does not satisfy P, it always outputs “no”, and if the input satisfies P, it
outputs “yes” with a probability of > % A brief description of this and related
notions can for example be found in [16, Section 2].

We can apply this algorithm to test whether the Macaulay matrix has trivial
kernel. We obtain the following proposition.



Proposition 2. There exists a Monte-Carlo test on the question whether a sys-
tem of forms (homogeneous polynomials) Fi,...,Fo11 € Fy[Xq,..., X, is con-
sistent which has the following property:

Let dy, := deg(Fy), let Ty the number of (non-trivial) terms in Fy, and let

T:= ZZI% Ty. Then the algorithm has an expected running time of

O((Br ) (52 T - (M T o)) 4 (BF ).
(dy + -+ dy, +1og(q))?)

CO(T+1)- (W) (dy + -+ dy, +log(g))?)

bit operations.
In particular, if all polynomials are quadratic, the algorithm has an expected
running time of O(24").

Comparison with Fjy

The Fs-algorithm ([9]) is an algorithm to calculate Grébner bases of homo-
geneous systems of multivariate polynomials. One might think that the Fjs-
algorithm could lead to substantially better running times than our above “Monte-
Carlo test for non-consistency via Macaulay matrices”. This is however not the
case if one wants to check whether “randomly generated” / “sufficiently general”
systems are consistent.

If one wants to use the Fs-algorithm to test whether a system is consistent,
one has to calculate Gaussian normal forms of various matrices, the largest being
(generally) a quadratic matrix of size (dlt'l"d”). The system is consistent if and
only if the kernel of this quadratic matrix is non-trivial.

Being quadratic, the final matrix in the Fj-algorithm is smaller than the
Macaulay matrix we consider, but it is reasonable to assume that the Macaulay
matrix has less non-zero entries than the final matrix in the Fy-algorithm.

As said, the Fs-algorithm relies on the calculation of Gaussian normal forms
of various matrices. It is not obvious if one can modify the algorithm in such a
way that one can apply any of the “standard” algorithms to solve sparse linear
systems. (These algorithms can be used to test whether the final matrix in the
Fs-algorithm has a non-trivial kernel, but the usage of the Gaussian normal
forms of the intermediate matrices seems to be inherent in the algorithm.) If
one compares the Fs-algorithm with structured Gaussian elimination with our
test with randomized Lanczos’ algorithm, then asymptotically our algorithm is
clearly faster.

Generalization

One can generalize the above algorithm in the following way: Let R1,..., R, be
a system of forms in the polynomial ring K[Zy,..., Z,|, and suppose that the
ring R := K[Zy,...,Z4]/(Ru, ..., Ry) is Cohen-Macaulay and n+ 1-dimensional.
(See [7, Sections 17 and 18], in particular [7, Section 18.2] for information on



Cohen-Macaulay rings.) Let Fi,..., Fj,11 be system of forms in K[Zy,...,Z,]
with deg(F}) = di. Then a generalization of the above algorithm can be used to
decide whether the system R;,...,R,, F1,..., F,41 is consistent.

This generalization is based on the following lemma which generalizes
Lemma 3.

Lemma 4. Let D := deg(H?Ill(l — T%) . Hg) + 1, where Hg is the Hilbert

series of R. Then the following conditions are equivalent:
1. The system Ry,...,R,, Fi,..., Fh41 is inconsistent.
2. The ring K[Zy,...,Za]/(R1,...,Rp, F1,..., Fpy1) ~ R/(F1,...,Fy41) is
0-dimensional.
3. The K-algebra R/(F1, ..., Fny1) is a finite-dimensional K -vector space.
4. The system Fi,..., F,11 forms a reqular sequence in R, i.e. each Fi11 is a
non-zerodivisor in R/(Fy,...,F;) (i=0,...,n).
5. (K[Zo, .. .,Za]/(Rl, . ,RT,Fl, . ;Fn+1))D >~ (R/(Fl, .. -7Fn+1)D =0.

The proof of this lemma is analogous to the one of Lemma 3. We just note that
by the Cohen-Macaulay property the ring R/(Fi,..., Fn41) is O-dimensional if
and only if F, ..., F,,4+1 defines a regular sequence in R. (This follows again from
[7, Corollary 17.7.].) Also, if Fy, ..., F,41 is a regular sequence, then the Hilbert
series of R/(F1, ..., Foy1) is [[12 (1=T%)Hg, and thus (R/(Fy, ..., Fny1))p =
0.

The general outline of our test on the consistency of the system Ry, ..., R,,
Fi, ..., Fhy1 is analogous to the above algorithm: One calculates the Macaulay
matrix M of degree D of the system Ri,...,R,, Fi,...,F,t1, and one tests
whether ker(M) # 0. The correctness of the algorithm is guaranteed by the
above lemma.

Let us assume that we have an explicit K-basis B of R consisting of homoge-
neous elements such that if P,Q € B, then P-@Q € B, and this element is easily
computable. Under this condition, there is a variant of the algorithm which can
be substantially faster:

For some d € N, let By be the elements of the fixed basis B of degree d.
Now instead of considering the system of all polynomials X% - Ry, X% - F}, with
deg(X?) + deg(Ryr) = D,deg(X?%) + deg(F)) = D, one considers the system
consisting of all H - Fj, € Rp, where for some j, H runs through Bp_geg(r,), the
set of basis elements of degree D — deg(F).

Then analogously to above, one represents each H - Fj, € Ry by its coefficient
vector with respect to B, and one forms a matrix M (which could be called
a generalized Macaulay matriz) whose rows consist of these coefficient vectors.
Again, by the equivalences of the assertions 1 and 5 in the above lemma, the
system is consistent if and only if ker(M) # 0. If the field K is finite, condition
ker(M) # 0 can again be tested with the randomized algorithm of Proposition
1.

The advantage of this variant is that the size of the vectors is equal to the
dimension of Rp (and not the dimension of K[Zy, ..., Z,]|p which can be much
larger), and the number of rows can also be substantially smaller.



Examples for generalizations

Two Cohen-Macaulay rings are particularly important from a practical point of
view.

The first one is the ring R given by (n + 1)? indeterminates Z;; (i,j =
0,...,n) modulo the relations Z;; — Zj; for all ¢, and Z;; Zy, — ZiZy; for all
i,4,¢, k. That is,

R™ .= K({Zi;}ii=o...n)/({Zij — Zjis Zi; Zor, — ZixZuj})-

This ring is canonically isomorphic to the subring of K[Xy, ..., X, generated by
all X;X; (where X;X; corresponds to Z;;), and it is n+1-dimensional. Note that
a single application of the “relinearization technique” ([13]) to a homogeneous
system Fy, ..., Fhy1 € K[Xo,...,X,] corresponds to considering the F; as linear
forms in R("™).

The second one is the ring

R(@b) .= K[{Zij}izo,....a,j=0,..0]/({Zij Zox — ZixZuj}).

This ring is canonically isomorphic to the subring of the polynomial ring
K[Xo,...,Xa,Y0,...,Y] generated by all monomials of the form X;Y; (where
X,Y; corresponds to Z;;), and it is @ + b + 1-dimensional.

For both rings, one has homogeneous K-bases such that the products of
basis elements are again (easily computable) basis elements: In the ring R(™)

(considered as subring of K[Xy,...,X,]), the monomials of even degree in
K[Xo,...,X,] form such a basis; in the ring R(** (considered as subring of
K[Xo,...,Xa,Y0,...,Y3]), all monomials of the form X% YZ, where i € Néo’“"a},

jeNg b and i+ -+ 4+ 14 = jo + - -+ + jp form such a basis.

Note also that if R is a Cohen-Macaulay ring, so is the polynomial ring R[Z]
([7, Proposition 18.9]). This fact can in particular be applied to the above two
rings.

Because of the application in Section 3 we have in mind, we now concentrate
on the following question:
We suppose we are given a system of a + b 4 2 polynomials of the form

a b
k k
Fo=Y Y axiv; +a®z  (a?.a® € K). (6)
i=0 j=0

over a finite field K. Similarly to Section 3, we want to find out whether there
—a+b+3

exists a solution (z,y,z) € K7 4o this system with x # 0,y # 0. To study

this question, we study whether the homogeneous system consisting of the linear

equations

a b
k k
L= alZi;+a®z  (al).a® € K). (7)
i=0 j=0



and the quadratic equations
Zii Lok, — ZinZLje (8)

is consistent. (These two questions are equivalent by the arguments of Section 3.)
To study this question, we can apply the generalization of our algorithm to
systems in the Cohen-Macaulay ring R(*:?)[Z].
The d-th component of the ring R(**) has dimension (azd) . (b‘gd) (because
the polynomials X*- Y2 with ig + ---4q = jo + --- + jp = d form a basis). We

have b
a+b+1 _ a i,
(1-T7) HMM)E:<J<JT,

1€Np
the degree of this polynomial is thus min{a,b} ([2]). It follows that
(1 =T)*"""*"2 Hpanz) = (1 = T)****! Hpawy also has degree min{a, b}.
Let a < band n :=a + b. Note that

, ab a+d\ [(b+d o4 d\?
dimy (R >>< : )( ' )g<2d )

by the inequality of the arithmetic-geometric mean. This implies that

2ya+1)\° n+1\°
di R(aab) < 2 < <22n+2
lmK( a+1)— a+1 >~ %n—i—l >~

which in turn implies that
: (a,b) n n+2
dnnK(R [Z]a+1) < (2 + 2) -2 .

Together with the algorithm of Proposition 1, one obtains a Monte-Carlo test
on the consistency of system consisting of (7) and (8) which has a running time
of

6(2471)
bit operations (for n = a 4+ b). (Note the similarity of this result with Proposi-
tion 2).
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